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Abstract — In this paper, we present another fine-grained two-
factor verification (2FA) get to control framework for electronic
distributed computing administrations. In particular, in our
proposed 2FA access control framework, a characteristic based
access control instrument is actualized with the need of both a
client mystery key and a lightweight security. As a client can't get
to the framework on the off chance that they don’t hold both, the
instrument can improve the security of the framework,
particularly in those situations where numerous clients share a
similar record for electronic cloud administrations. Moreover,
characteristic based control in the framework additionally
empowers the cloud server to limit the entrance to those clients
with a similar arrangement of properties while protecting client
security, i.e., the cloud server just realizes that the client satisfies
the required predicate, yet has no clue on the correct personality
of the client. At long last, we additionally do a reenactment to
exhibit the practicability of our proposed 2FA framework.

Index Terms — Fine-grained, Two-Factor, Access Control, Web
Services.

1. INTRODUCTION

Cloud-based applications through a web program, thin
customer or versatile application while the business
programming and client's information are put away on servers
[2],[3],[4] at a remote area. The benefits of electronic
distributed computing administrations are immense, which
incorporate the simplicity of openness, diminished expenses
and capital consumptions, expanded operational efficiencies,
versatility, flexibility and prompt time to advertise.

A client is required to login before utilizing the cloud benefits
or getting to the delicate information put away in the cloud.
There are two issues for the customary record/password
[31,[51.[6].[8] based framework. Initially, the customary record
password based [6],[8] verification isn't security safeguarding.
In any case, it is well recognize that protection is a fundamental
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element that must be considered in distributed computing
frameworks. Second, it is normal to share a PC among various
individuals [8],[9],[10]. It possibly simple for programmers to
introduce some spyware to take in the login watchword from
the web-program.

The cloud server may encode an arbitrary message utilizing the
entrance arrangement and request that the client unscrambles.
On the off chance that the client can effectively decode the
figure content (which implies the client's characteristics set
fulfills the endorsed approach), [2],[3],[6],[8] at that point it is
permitted to get to the distributed computing administration.
Notwithstanding ABE, another cryptographic primitive in
characteristic based cryptosystem is property based mark
(ABS). An ABS conspire empowers a client to sign a message
with fine-grained control over recognizing data. In particular,
in an ABS plot, clients get their property private keys from a
quality expert. At that point they can later sign messages
[13],[15],[16],[17] for any predicate fulfilled by their traits. A
verifier will be persuaded of the way that the endorser's
qualities fulfill the marking predicate if the mark is legitimate.
In the meantime, the character of endorser stays covered up. In
this way it can accomplish mysterious trait based access control
effectively. As of late, Yuen et al. proposed a characteristic
based access control system, which can be viewed as the
intuitive type of ABS.

2. RELATED WORK

Attribute-Based Cryptosystem Attribute-based encryption
(ABE) is the cornerstone of attribute-based cryptosystem. ABE
enables finegrained access control over encrypted
[15],[20],[21] data using access policies and associates
attributes with private keys and ciphertexts. Thus, different
users are allowed to decrypt different pieces of data with
respect to the pre-defined policy. This can eliminate the trust
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on the storage server to prevent unauthorised [7],[8] data
access. Besides dealing with authenticated access on encrypted
data in cloud storage service ABE can also be used for access
control to cloud computing service [8],[9]. The cloud server
may encrypt a random message using the access policy and ask
the user to decrypt. If the user can successfully decrypt the
ciphertext (which means the user’s attributes set satisfies the
prescribed policy), [12],[13],[14] then it is allowed to access
the cloud computing service.

Access Control with Security Device Security Mediated
Cryptosystem Mediated cryptography was first introduced
[6],[8] as a method to allow immediate revocation of public
keys. The basic idea of mediated cryptography is to use an on-
line mediator for every transaction. This on-line mediator is
referred to a SEM (SEcurity Mediator) since it provides a
control of security capabilities. If the SEM does not cooperate
then no transactions with the public key are possible any
longer. Recently, an attribute-based version of SEM was
proposed [3],[5],[6],[8]. Thus revoked users cannot generate
signature or decrypt ciphertext. The main purpose of SMC is to
solve the revocation problem. Thus the SME is controlled by
the authority. In other words, the authority needs to be online
for every signature signing and ciphertext decryption. The user
is not anonymous in SMC. While in our system, the security
device is controlled by the user.

Key-Insulated Cryptosystem The general idea of key-insulated
security was to store long-term keys in a physically-secure but
computationally-limited device. Short-term secret keys are
kept by users on a powerful but insecure device [13],[14],[18]
where cryptographic computations take place. At the beginning
of each time period, the user obtains a partial secret key from
the device. By combining this partial secret key with the secret
key for the previous period, the user renews the secret key for
the current time period. Different from our concept, key-
insulated cryptosystem [21],[22] requires all users to update
their keys in every time period. The key update process requires
the security device. Once the key has been updated, the signing
or decryption algorithm [23],[25] does not require the device
any more with in the same time period. While our concept does
require the security device every time the user tries to access
the system. Furthermore, there is no key updating required in
our system.

3. SYSTEM DESIGN

We specifically design our system in another manner. We do
not split the secret key into two parts. Instead, we introduce
some additional unique information stored in the security
[9],[10],[11] device. The authentication [20] process requires
this piece of information together with the user secret key. It is
guaranteed that missing either part cannot let the authentication
pass. There is also a linking relationship between the user’s
device and the secret key so that the user cannot use another
[23] user’s device for the authentication. The communication
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overhead is minimal and the computation required in the device
is just some lightweight algorithms[25]. All the heavy
computations such as pairing are done on the computer.
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Fig. 1: Architecture Diagram

A naive thought to achieve our goal is to use a normal ABS and
simply divide the secret key of the user into two parts. The user
saves a part (stored in the computer) while another part is
initialized in the security device. Particular attention should be
paid to the process since normal ABS does not guarantee that
the loss of a secret key portion does not affect the schema
security, while in two 2FAs, the author of the
attack[13],[14],[16],[18], [1].[20],[21] may have been
compromised by one of the factors. In addition, the division
must be performed so that most of the computing load must be
with the user's computer, as it is assumed that the security
device is not powerful [23],[25]. Specifically, we design our
system in another way. We do not divide the secret key into
two parts. Instead, we present unique [1],[5],[9] additional
information stored in the security device. The authentication
process requires this information along with the user's secret
key. It is guaranteed that no missing part can pass
authentication. There is also a link between the user device and
the secret key [16],[17]so that the user can not use another
user's device for authentication.

THREAT MODEL
In this paper, we consider the following threats:

1) Authentication: The adversary tries to access the system
beyond its privileges. For example, a user with attributes
{Student,Physics} may try to access the system with
policy “Staff” AND “Physics”. To do so, he may collude
with other users.

2) Access without Security Device: The adversary tries to
access the system (within its privileges) without the
security device, or using another security device belonging
to others.
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3)

4)

In

Access without Secret Key: The adversary tries to access
the system (within its privileges) without any secret key. It
can have its own security device.

Privacy: The adversary acts as the role of the cloud server
and tries to find out the identity of the user it is interacting
with.

4. PROSPECTIVE IMPROVEMENT

An unequivocal security [23],[25],[26] examination
demonstrates that the 2FA access control structure has
finished the required security basics. Through the execution
assessment we have demonstrated that change is "doable".

We leave as future work to moreover enhance practicality
while [25] keeping up all the immaculate highlights of the
structure.

We leave as future work to furthermore improve viability
while keeping up all the flawless features of the structure.

5. CONCLUSION

this paper, we displayed another 2FA access control

structure (which merges both a confound key client and a
lightweight security gadget) for electronic spread figuring
associations. In light of the property based access control
fragment, the 2FA access control framework has been
organized to permit not just the cloud server to compel access
to those clients with a tantamount trademark set, yet also to
save client confirmation.
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